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PQC STRATEGIES

PQ-RSA: RSA with a modulus of size about 1 TB as a
product of 4096-bit primes.

Cost quantum attacker: ~ 2100

Cost secr.-key owner: ~ ~ 2°Y

* Trotziges Kind
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PQC STRATEGIES

n|: E— FE
mP=P+---+P
n times

* |sogenies

Let B : y* = 2° + x. Then the map (2] : E — E is given by the rational function

- [ (2*=1)* y(2®+ba* —5x® — 1)
2l(,y) = (4(:{:3 + )’ 8(z? + x)? ) '
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Alice (®A(E), Au) X Bob
* |sogenies (Bp(E), Ap)
<€
J(@%(®B(E)) = k = j(@p(Pa(E)))

09.03.2026 Prof. Dr. Bjorn Grohmann 89



Hochschule fir

Wirtschaft und Recht Berli
PQC S RA EG | ES Be:::ris;:chiolz‘récoierr:ic:anjiia

* Multivariate polynomials

A7

EineDiophantischeGleichung mit irgend welchen Unbekannten und
mit ganzen rationalen Zahlencoefficienten sei vorgelegt: man soll ein Verfahren
angeben, nach welchem sich mittelst einer endlichen Anzahl von Operationen
entscheiden. lafit, ob die Gleichung in ganzen rationalen Zahlen losbar ist.
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MQ Problem. Given a quadratic polynomial map P : Fy — FJ* over a
finite field Fy, find x € ' that satisfies P(x) = 0.
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P=To0o0QoS
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PQC STRATEGIES

Code-based cECCF «= cH=0

(c+e)H=cH +eH =eH =:s

Coset Weights: Gegeben s und H. Finde x, mit v(x) <t und xH = s.
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H* = PHS
Encode: ¢ = mH*

Decode: m = 6 (cS™ )P~ 1
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e Lattice-based

GapSVP,

Input: B, d.
Output: Yes, if A\(B) < d.
No, if A(B) > ~d.

(else, don’t care)
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e Lattice-based

Worst-Case vs Average-Case

There exist worst-case to average-case reductions from GapSVP,
to some other problems (LWE, SIS)
for v = poly(n)
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PQC STRATEGIES

* Lattice-based
Beispiel: Regev’'s public-key cryptosystem (based on LWE)

* Private key: Private key isan 8§ € Z’; chosen uniformly at random.

» Public key: Choose m vectors aj,...,a,;,; € Z:;’ uniformly and independently. Choose
y error offsets e1,..., €, E}E‘Wcmrding to x.{ﬁe public key consists of eine bestimmte
as LWE-  —— (a;,b; = (a;,s)/q +e)]", T = R/Z Verteilan
Problem lantet: * Encryption: The encryption of a bit & & -[U, 1} is done by choosing a random subset S 9
bestimme “s” of [m] and then defining Enc(:c) as
x
(z NS m)
icS icS

1
e Decryption: The decryption of (a, b) is 0 if b — (a,s)/qis closer to 0 than to 2 and 1
otherwise.
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HOW SOON DO WE NEED TO j Wirtsehal und Recht Berln
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How long does encryption need to be secure (x years)

How long to re-tool existing infrastructure with quantum safe
solution ( )

How long until large-scale quantum computer is built ( )

Theorem (Mosca): If x + > ~, then worry

y
Z ‘ !
secret keys revealed

>

time
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Gartner Hype Cycle for Emerging Technologies, 2017

|

Expectations

Connected Home
Virtual Assistants Deep Leaming Plateau will be reached in:
loT Platform Machine Learning @ less than 2 years
Smart Robots N:mm @ 2105 years
EdOG mlmﬂg mmi' wmum W 1V yed
ive

Augmented Data Blockchain . /\ more than 10 years
Discovery

Commercial UAVS (Drones)

Cognitive Expert Advisors

‘ £\ Artificial General
40 Printing /. Intelligence

Smart Dust /X
As of July 2017

Innovati Sani ot Trough of Plateau of
HIFQYJ :on Inflated D‘C'Ir’m"!g b Slope of Enlightenment p dde‘f:j. (.Jl
rigger Expectations isillusionment roductivity
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Hype Cycle for Emerging Technologies, 2018
‘ Digital Twin

Biochips

Smart Workspace
Brain-Computer Interface

Autonomous Mobile Robots
Smart Robots

Deep Neural Nets (Deep Learning) Plateau will be reached in:

Carbon Nanotube

less than 2 years
loT Platform ' o
Virtual Assistants
Silicon Anode Batteries
Blockchain

@ 5t010yea

rs

Al PaaS
Quantum Computing

Connected Home
Self-Healing System Technology £\ Autonomous Driving Level 4
Conversational Al Platform

Autonomous Driving Level 5 £\ Mixed Reality

Edge Al

£\ Exoskeleton
Blockchain for Data Security

Neuromorphic Hardware
Knowledge Graphs

Expectations

£\ 4D Printing

/\ Artificial General Smart Fabrics
Intelligence

Augmented Reality

Smart Dust /X
/\ Flying Autonomous Vehicles
/\ Biotech — Cultured or Artificial Tissue

As of August 2018

| : Peak of Pl ¢
nnovation Inflated Trough of ateau o

Trigger Expectations Disillusionment Slope of Enfightenment Productivity

Time

09.03.2026 Prof. Dr. Bjorn Grohmann 107



Wirtschaft und Recht Berlin

Berlin School of Economics and Law

N lsr j Hochschule fiir

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

NIST Competition PQC Standardization

e 1. Round, Nov 2017, with 69 candidates

e Selected Algorithms 2022: ‘ ‘ ‘ “

« CRYSTAL-Kyber (KEM) S 4
. CRYSTAL-Dilithium (DSA) X X X
* Falcon (DSA)

e Sphincs+ (DSA) SERINCS” ) FALCON

e 2022-24 Draft of standard available
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Source data

HREE DIMENSIONS

—— I

/ Input parties

Data at rest

» Confidentiality
* Integrity
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* Confidentiality Berlin School of Economics and Law
* Integrity
* Authenticity
. :
. Statistical
Stat[stlt;al oroducts
analysis ::
V <
Computing parties Result parties
Data v use

* Confidentiality
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Output Privacy

Policy Enforcement

Weitere?!
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PRIVACY GOALS

RN SN N L S I S D N SN O DY R L WS (S “\

| Policy enforcement |

R LR R Y R TR )

- g ]

| ' Input privacy » + Qutput privacy 'Vl
' (|

I .F"'-__ e — | I | : l

I P Ry " | . l
1

| o Statistical P Statistical -
| Source data HUCLI products '

| . analysis — '

K X ’
[ I I | L — I

Input parties Computing parties Result parties
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Policy enforcement

Non-disclosure
agreements

' Aggregation
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HOMOMORPHIC ENCRYP

m > f(m

Enc(m)
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Kann man nieht auch auf versehlitsselten
Daten rechnen?”
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HOMOMORPHIC ENCRYPTION j

Enc(mq) x Enc(ms) = Enc(mq o mo)
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)

m > f(m

~-

Enc(m) >  Enc(f(m))

/

Howomorphic vargpt’wm,
macht diesen Pfell mbglich
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HE -- PERFORMANCE vs j Wirtschaft nd Rech Beli
CUNKTIONALITA
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Beschriinkt auf
— ¢lne Operation, aber beliebig oft
E

Zwel Operationen, mind, elne davon

beschrinket
Volle, unbeschrinkete

SWHE Funktlonalltiit

FHE
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HE -- BEISPIEL: RSA

RSA Algorithm

Key Generation

Select pg, pando,boi-hprimc;patq,

C3|cu|a+¢ RnEPpRy

Calewlate (n) = (p-1)(q-1)

Select integer e acd(p(n)e) = 1; 1 <e< (b(n)

Calculate d de mod ¢(n) =

Public key KU = {e,n}

Private key KR = {d, "}
Encryption

Plaintext: M <n

Ciphertext: C = M*(mod n)
Decryption

Plaintext: C "

Cipherdext; M = C°(mod n)

09.03.2026
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Dewn
EM_A)*EM_2) = E(M_1*"W_2),

dW. das Produkt von zwei

Chiffretexten, entspricht dem
Produkt der Klartexte.
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- W=p"q

g=n+1,A=p(n),and u = (p(ﬂ.)_l mod n, where p(n) = (p — 1)(qg — 1)

HE -- BEISPIEL: PAILLER

Encryption [edit]

1. Let m be a message to be encrypted where 0 < m < n
2. Select random r where 0 < r < n and ged(r,n) =1

3. Compute ciphertext as: ¢ = g™ - " mod n’

r—1
Decryption [edit] L(z) =

n
1. Let ¢ be the ciphertext to decrypt, where ¢ € 7. , /

2. Compute the plaintext message as: m — L(c}‘ mod RE) -t mod n
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HE -- BEISPIEL: PAILLER

D(E(my,r1) - E(ms,r2) mod nz) = m; + ms mod n

N Das Produkt vow

zwel Chiffretexten entspricht
also der Summe der Klartexte
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HE -- BEISPIEL: SWHE

Das Nachrichten-
: ndowm Werte . :
Bit Rando Geheime Primzahl

C1 = \bl -I-/Q?{/\%ﬁ//

/ Zuwm Dechiffrieren erst ,modulo p“, dawn ,modulo 2.
Chiffrat
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-- BEISPIEL: SWHE

ci = by +2r1 +rap
bo + 251 + S9p

Rechvinng in GF(2)

cico = bbby + Q(bz’f'l + by1sy + 2ry 1) er(bg?"z + b1So + 2r189 + 281719 + p?"QSQ)

Anforderungen an die Iutervalle der r's und s's
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HE vs CLASSICAL APPROACH

Data Custg dibaln Shares Public Key
generates Public
and Private keys &% % \ 1

=

o

"g Submits Data

5 LockLBox to The Private | OPEN

o Encrypt Data | Key decrypts -

° {0 with Public Key the data = ‘ T

o sy

= i nntst iy %‘ |=©

< ' L=

& " ' S|
(LI
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HE vs CLASSICAL APPROACH

(I Evaluation algorithm conducts
enifers pre-planned analysis on
i) encrypted data & returns
. : encrypted results w/o seeing
Meszwrements raw data
Submits and Encrypts Data HE System
Decrypts
| #® summary results
with private key

Evaluation algorithm can combine
multiple encrypted datasets

=
0
e
o
e
o
-
wl
2
=
o
-
o
=
o
=
o
= ns

Summary output for decryption
by the Data Custodian
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MULTI-PARTY-COMPU

on A

SWie Ronmnen Lucy und Linus
herausfinoen, wer von belden wmehr
Bonbons besitzt, ohne die
Awnzahl threr Bonbons
prelszugeben?
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MULTI-PARTY-COMPU

f(

A, B)
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,Gent das auch
ohne vertrauenswitrdioe
dritte Partei?”

~
e

f(A, B)
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on A

SWie Rinmnen Lucy unol LLinus
herausfinden, ob beide zusammen
zum Fasching gehen wollen, ohine

sich ,elnen Korb“ zu holen?“

Prof. Dr. Bjorn Grohmann

Hochschule fir
Wirtschaft und Recht Berlin

Berlin School of Economics and Law

130



Berlin School of Economics and Law

Y-COMPUTATION

J)a, ich willl

PV
4
i
i
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AN /

Auf Retnen
Fall!
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Lass uns
Zusammen gehen

Danke, uno
nichts fltr ungut

09.03.2026
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OBLIVIOUS TRANSFER
(RABIN 1981)

We N-g-l/f" t "U..;., Yt c;-i tr%..l‘fbfhj

wlormotlon bt e semdir dats et e Whdheo

e vecipBind actully  received Ta inProwotion

ool ou s
=¥ Oy Q?"""’"“"."""lﬂ:‘lt 't‘r—m_.L
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OBLIVIOUS TRANSFER

Definition 1: (O.T.)

-Alice knows one bit b.
-Bob gets bit & from Alice with probability -

-Bob knows whether he got b or not.
-Alice does not know whether Bob got b or not.

Definition 2: (one-out-of-two O.T.)

-Alice knows two bits by and b.
-Bob gets bit b; and not by with Pr (k=0) = Pr(k=1) =-%-

-Bob knows which of &g or b, he got.
-Alice does not know which b; Bob got.
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OBLIVIOUS TRANSFER

Definition 3: (p-O.T.)

-Alice knows one bit b,

-Bob gets bit & from Alice with probability p.
-Bob knows whether he got & or not.

-Alice does not know whether Bob got b or not.
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OBLIVIOUS TRANSFER

Assume Alice owns b, b, two secret bits. To disclose one of them to Bob without knowing

which one Bob gets, they can do the following for p i‘-%—:

Protocol for one-out-of-two O.T.

Alice and Bob agree on a security parameter s.
Alice chooses at random K's bits r1,r4, - - - ks for some constant X to be later determined.

For each of these K5 bits Alice uses the p-O.T. protocol to disclose the bit r; to Bob
with probability p .

Bob selects U={iy,iqg, - ,ig } and V={ig ;1.ig 42, " " +i2g, | Where o, =

with UMV =9 and such that he knows r; for each i;e U.
Bob sends (X ,Y )=(U,V) or (X,Y)=(V,U/) to Alice at random.
Alice computes mu=x§xr, and m1=y§rr)..
Alice returns to Bob &, by @m and by @&m for a random bit k.
Bob computes xéetf“ € {mgJm} and uses it to get his secret bit.

AK#
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RANSFER

Receiver
Input: ¢
Output: M.

Sender
Input: (Mg, M)
Output: none

a <+ L, b+ Z,
A=gqg"
ife=0: B=g"
ife=1: B= Ag"
) B
ko = H (B") kp = H(A")
kv =H((3)")

Prof. Dr. Bjorn Grohmann
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The Implementation of OT}
protocel CT(5, R, My, M)
(1) S chocses, randomly, one instance of

(2)

(3)

the PKCS, (Ex, Dy)i
S chocses, randomly, two messages,
m, and my, from .#, (the message

Hier wird angenommen,

space of the above PKCS instance); dﬁSS CiVI CM]'F‘FI”@“’@X“'

S transmits E,, my, and m,, to R; . . .

R chooses, randomly, r€ {0, 1}; VHOVH' vow eiwem N|OM+‘
R chooses, randomly, a message i

oo Chiffretext

R transmits g = E,(k)Bm, to S; uwiterschieden werdew
S computes k; = D, (g B m;), for kﬂl

0=1i=<1; il

S chooses, randomly, s€ {0, 1};
S transmits (MB kI, M Bkl,,6 =)
to R,

(Comment: @ denotes addition moduleo 2.)
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OBLIVIOUS TRANSFER

A quoi bon 'enfant qui vient de naitre?
Benjamin Franklin! (1783)
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